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9.

Security
Port Security
802.1X
AAA
RADIUS
TACACS
IMPB
DHCP Server Screening
ARP Spoofing Prevention
MAC Authentication
Web-based Access Control
Japanese Web-based Access Control
Network Access Authentication
Safeguard Engine
Trusted Host
Traffic Segmentation Settings
Storm Control
DoS Attack Prevention Settings
SSH
SSL

Port Security
Port Security Global Settings
This window is used to view and configure the port security global settings. Port Security is a security
feature that prevents unauthorized computers (with source MAC addresses) unknown to the Switch prior
to locking the port (or ports) from connecting to the Switch's locked ports and gaining access to the
network.
To view the following window, click Security > Port Security > Port Security Global Settings, as shown
below:

Figure 9-1 Port Security Global Settings window

The fields that can be configured for Port Security Trap Settings are described below:
Parameter

Description

Trap State

Click to enable or disable port security traps on the Switch.

Click the Apply button to accept the changes made.

The fields that can be configured for Port Security Trap Rate Settings are described below:
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Parameter

Description

Trap Rate

Enter the number of traps per second. The range is from 0 to 1000.
The default value 0 indicates an SNMP trap to be generated for every
security violation.

Click the Apply button to accept the changes made.

The fields that can be configured for Port Security System Settings are described below:
Parameter

Description

System Maximum Address

Enter the maximum number of secure MAC addresses allowed. If not
specified, the default value is No Limit. The valid range is from 1 to
6656. Tick the No Limit checkbox to allow the maximum number of
secure MAC address.

Click the Apply button to accept the changes made.

Port Security Port Settings
This window is used to view and configure the port security port settings.
To view the following window, click Security > Port Security > Port Security Port Settings, as shown
below:

Figure 9-2 Port Security Port Settings window

The fields that can be configured are described below:
Parameter

Description
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Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select to enable or disable the port security feature on the port(s)
specified.

Maximum

Enter the maximum number of secure MAC addresses that will be
allowed on the port(s) specified. This value must be between 1 and
6656. By default, this value is 32.

Violation Action

Select the violation action that will be taken here. Options to choose
from are Protect, Restrict, and Shutdown. Selecting Protect
specifies to drop all packets from the insecure hosts at the portsecurity process level, but does not increment the security-violation
count. Selecting Restrict specifies to drop all packets from the
insecure hosts at the port-security process level and increments the
security-violation count and record the system log. Selecting
Shutdown specifies to shut down the port if there is a security
violation and record the system log.

Security Mode

Select the security mode option here. Options to choose from are
Permanent and Delete-on-Timeout. Selecting Permanent specifies
that under this mode, all learned MAC addresses will not be purged
out unless the user manually deletes those entries. Selecting Deleteon-Timeout specifies that under this mode, all learned MAC
addresses will be purged out when an entry is aged out or when the
user manually deletes these entries.

Aging Time

Enter the aging time value used for auto-learned dynamic secured
addresses on the specified port here. This value must be between 0
and 1440 minutes.

Aging Type

Select the aging type here. Options to choose from are Absolute and
Inactivity. Selecting Absolute specifies that all the secure addresses
on this port age out exactly after the time specified and is removed
from the secure address list. This is the default type. Selecting
Inactivity specifies that the secure addresses on this port age out only
if there is no data traffic from the secure source address for the
specified time period.

Click the Apply button to accept the changes made.

Port Security Address Entries
This window is used to view, clear and configure the port security address entries.
To view the following window, click Security > Port Security > Port Security Address Entries, as
shown below:

Figure 9-3 Port Security Address Entries window
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The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

MAC Address

Enter the MAC address here.

VID

Enter the VLAN ID here. This value must be between 1 and 4094.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove a new entry based on the information entered.
Click the Clear by Port button to clear the information based on the port selected.
Click the Clear by MAC button to clear the information based on the MAC address entered.
Click the Clear All button to clear all the information in this table.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

802.1X
802.1X (Port-based and Host-based Access Control)
The IEEE 802.1X standard is a security measure for authorizing and authenticating users to gain access
to various wired or wireless devices on a specified Local Area Network by using a Client and Server
based access control model. This is accomplished by using a RADIUS server to authenticate users trying
to access a network by relaying Extensible Authentication Protocol over LAN (EAPOL) packets between
the Client and the Server.
The following figure represents a basic EAPOL packet:

Figure 9-4 The EAPOL Packet

Utilizing this method, unauthorized devices are restricted from connecting to a LAN through a port to
which the user is connected. EAPOL packets are the only traffic that can be transmitted through the
specific port until authorization is granted. The 802.1X access control method has three roles, each of
which are vital to creating and up keeping a stable and working Access Control security method.
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Figure 9-5 The three roles of 802.1X

The following section will explain the three roles of Client, Authenticator and Authentication Server in
greater detail.

Authentication Server
The Authentication Server is a remote device that is connected to the same network as the Client and
Authenticator, must be running a RADIUS Server program and must be configured properly on the
Authenticator (Switch). Clients connected to a port on the Switch must be authenticated by the
Authentication Server (RADIUS) before attaining any services offered by the Switch on the LAN. The role
of the Authentication Server is to certify the identity of the Client attempting to access the network by
exchanging secure information between the RADIUS server and the Client through EAPOL packets and,
in turn, informs the Switch whether or not the Client is granted access to the LAN and/or switches
services.

Figure 9-6 The Authentication Server

Authenticator
The Authenticator (the Switch) is an intermediary between the Authentication Server and the Client. The
Authenticator serves two purposes when utilizing the 802.1X function. The first purpose is to request
certification information from the Client through EAPOL packets, which is the only information allowed to
pass through the Authenticator before access is granted to the Client. The second purpose of the
Authenticator is to verify the information gathered from the Client with the Authentication Server, and to
then relay that information back to the Client.
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Figure 9-7 The Authenticator

Three steps must be implemented on the Switch to properly configure the Authenticator.




The 802.1X State must be Enabled. (Security > 802.1X > 802.1X Global Settings)
The 802.1X settings must be implemented by port (Security > 802.1X > 802.1X Port Settings)
A RADIUS server must be configured on the Switch. (Security > RADIUS > RADIUS Server
Settings)

Client
The Client is simply the end station that wishes to gain access to the LAN or switch services. All end stations
must be running software that is compliant with the 802.1X protocol. For users running windows XP and
windows Vista, that software is included within the operating system. All other users are required to attain
802.1X client software from an outside source. The Client will request access to the LAN and or Switch
through EAPOL packets and, in turn will respond to requests from the Switch.

Figure 9-8 The Client

Authentication Process
Utilizing the three roles stated above, the 802.1X protocol provides a stable and secure way of
authorizing and authenticating users attempting to access the network. Only EAPOL traffic is allowed to
pass through the specified port before a successful authentication is made. This port is “locked” until the
point when a Client with the correct username and password (and MAC address if 802.1X is enabled by
MAC address) is granted access and therefore successfully “unlocks” the port. Once unlocked, normal
traffic is allowed to pass through the port. The following figure displays a more detailed explanation of
how the authentication process is completed between the three roles stated above.
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Figure 9-9 The 802.1X Authentication Process

The D-Link implementation of 802.1X allows network administrators to choose between two types of
Access Control used on the Switch, which are:



Port-based Access Control – This method requires only one user to be authenticated per port
by a remote RADIUS server to allow the remaining users on the same port access to the network.
Host-based Access Control – Using this method, the Switch will automatically learn up to a
maximum of 448 MAC addresses by port and set them in a list. Each MAC address must be
authenticated by the Switch using a remote RADIUS server before being allowed access to the
Network.

Understanding 802.1X Port-based and Host-based Network Access Control
The original intent behind the development of 802.1X was to leverage the characteristics of point-to-point
in LANs. As any single LAN segment in such infrastructures has no more than two devices attached to it,
one of which is a Bridge Port. The Bridge Port detects events that indicate the attachment of an active
device at the remote end of the link, or an active device becoming inactive. These events can be used to
control the authorization state of the Port and initiate the process of authenticating the attached device if
the Port is unauthorized. This is the Port-based Network Access Control.

Port-based Network Access Control
Once the connected device has successfully been authenticated, the Port then becomes Authorized, and
all subsequent traffic on the Port is not subject to access control restriction until an event occurs that
causes the Port to become Unauthorized. Hence, if the Port is actually connected to a shared media LAN
segment with more than one attached device, successfully authenticating one of the attached devices
effectively provides access to the LAN for all devices on the shared segment. Clearly, the security offered
in this situation is open to attack.
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Figure 9-10 Example of Typical Port-based Configuration

Host-based Network Access Control
In order to successfully make use of 802.1X in a shared media LAN segment, it would be necessary to
create “logical” Ports, one for each attached device that required access to the LAN. The Switch would
regard the single physical Port connecting it to the shared media segment as consisting of a number of
distinct logical Ports, each logical Port being independently controlled from the point of view of EAPOL
exchanges and authorization state. The Switch learns each attached devices’ individual MAC addresses,
and effectively creates a logical Port that the attached device can then use to communicate with the LAN
via the Switch.

Figure 9-11 Example of Typical Host-based Configuration
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802.1X Global Settings
This window is used to view and configure the 802.1X global settings.
To view the following window, click Security > 802.1X > 802.1X Global Settings, as shown below:

Figure 9-12 802.1X Global Settings window

The fields that can be configured are described below:
Parameter

Description

802.1X State

Select to enable or disable the 802.1X global state here.

802.1X Trap State

Select to enable or disable the 802.1X trap state here.

Click the Apply button to accept the changes made.

802.1X Port Settings
This window is used to view and configure the 802.1X port settings.
To view the following window, click Security > 802.1X > 802.1X Port Settings, as shown below:
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Figure 9-13 802.1X Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Direction

Select the direction here. Options to choose from are Both and In.
This option configures the direction of the traffic on a controlled port as
unidirectional (In) or bidirectional (Both).

Port Control

Select the port control option here. Options to choose from are
ForceAuthorized, Auto, and ForceUnauthorized. If the port control
is set to force-authorized, then the port is not controlled in both
directions. If the port control is set to automatic, then the access to the
port for the controlled direction needs to be authenticated. If the port
control is set to force-unauthorized, then the access to the port for the
controlled direction is blocked.

Forward PDU

Select to enable or disable the forward PDU option here.

MaxReq

Enter the maximum required times value here. This value must be
between 1 and 10. By default, this option is 2. This option configures
the maximum number of times that the backend authentication state
machine will retransmit an Extensible Authentication Protocol (EAP)
request frame to the supplicant before restarting the authentication
process.

PAE Authenticator

Select to enable or disable the PAE authenticator option here. This
option configures a specific port as an IEEE 802.1X port access entity
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(PAE) authenticator.
Server Timeout

Enter the server timeout value here. This value must be between 1 and
65535 seconds. By default, this value is 30 seconds.

Supp Timeout

Enter the supplicant timeout value here. This value must be between 1
and 65535 seconds. By default, this value is 30 seconds.

TX Period

Enter the transmission period value here. This value must be between
1 and 65535 seconds. By default, this value is 30 seconds.

Click the Apply button to accept the changes made.

Authentication Session Information
This window is used to view and configure the authentication session information.
To view the following window, click Security > 802.1X > Authentication Session Information, as shown
below:

Figure 9-14 Authentication Session Information window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Init by Port button to initiate the session information based on the selections made.
Click the ReAuth by Port button to re-authenticate the session information based on the selections made.

Authenticator Statistics
This window is used to view and clear the authenticator statistics.
To view the following window, click Security > 802.1X > Authenticator Statistics, as shown below:

Figure 9-15 Authenticator Statistics window
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The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this query here.

Port

Select the appropriate port used for the query here.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear Counters button to clear the counter information based on the selections made.
Click the Clear All button to clear all the information in this table.

Authenticator Session Statistics
This window is used to view and clear the authenticator session statistics.
To view the following window, click Security > 802.1X > Authenticator Session Statistics, as shown
below:

Figure 9-16 Authenticator Session Statistics window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this query here.

Port

Select the appropriate port used for the query here.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear Counters button to clear the counter information based on the selections made.
Click the Clear All button to clear all the information in this table.

Authenticator Diagnostics
This window is used to view and clear the authenticator diagnostics information.
To view the following window, click Security > 802.1X > Authenticator Diagnostics, as shown below:
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Figure 9-17 Authenticator Diagnostics window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this query here.

Port

Select the appropriate port used for the query here.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear Counters button to clear the counter information based on the selections made.
Click the Clear All button to clear all the information in this table.

AAA
AAA Global Settings
This window is used to enable or disable the Authentication, Authorization, and Accounting (AAA) global
state.
To view the following window, click Security > AAA > AAA Global Settings, as shown below:

Figure 9-18 AAA Global Settings window

The fields that can be configured are described below:
Parameter

Description

AAA State

Select to enable or disable the Authentication, Authorization, and
Accounting (AAA) global state.

Click the Apply button to accept the changes made.

Application Authentication Settings
This window is used to view and configure the application authentication settings.
To view the following window, click Security > AAA > Application Authentication Settings, as shown
below:

Figure 9-19 Application Authentication Settings window
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The fields that can be configured are described below:
Parameter

Description

Login Method List

After clicking the Edit button for the specific entry, enter the login
method list name used here.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.

Application Accounting Settings
This window is used to view and configure the application accounting settings.
To view the following window, click Security > AAA > Application Accounting Settings, as shown
below:

Figure 9-20 Application Accounting Settings window

The fields that can be configured are described below:
Parameter

Description

Exec Method List

After clicking the Edit button for the specific entry, enter the EXEC
method list name used here.

Application

Select the application used here. Options to choose from are Console,
Telnet, and SSH.

Level

Select the privilege level used here. Options to choose from are levels
1 to 15.

Commands Method List

Enter the commands method list name used here.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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Authentication Settings
This window is used to view and configure the AAA network and EXEC authentication settings.
To view the following window, click Security > AAA > Authentication Settings, as shown below:

Figure 9-21 Authentication Settings window

The fields that can be configured for AAA Authentication 802.1X are described below:
Parameter

Description

Status

Select to enable or disable the AAA 802.1X authentication state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are local, group and radius.

Click the Apply button to accept the changes made.

The fields that can be configured for AAA Authentication JWAC are described below:
Parameter

Description

Status

Select to enable or disable the AAA JWAC authentication state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are local, group and radius.

Click the Apply button to accept the changes made.

The fields that can be configured for AAA Authentication MAC-Auth are described below:
Parameter

Description

Status

Select to enable or disable the AAA MAC authentication state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are local, group and radius.

Click the Apply button to accept the changes made.
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The fields that can be configured for AAA Authentication WEB-Auth are described below:
Parameter

Description

Status

Select to enable or disable the AAA Web authentication state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are local, group and radius.

Click the Apply button to accept the changes made.

After clicking the AAA Authentication Exec tab, the following page will appear.

Figure 9-22 AAA Authentication Exec window

The fields that can be configured for AAA Authentication Enable are described below:
Parameter

Description

Status

Select to enable or disable the AAA authentication enable state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are none, enable, group, radius, and
tacacs+.

Click the Apply button to accept the changes made.

The fields that can be configured for AAA Authentication Login are described below:
Parameter

Description

List Name

Enter the method list name that will be used with the AAA
authentication login option here.

Status

Select to enable or disable the AAA authentication login state here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are none, enable, group, radius, and
tacacs+.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
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Accounting Settings
This window is used to view and configure the AAA accounting settings.
To view the following window, click Security > AAA > Accounting Settings, as shown below:

Figure 9-23 Accounting Settings window

The fields that can be configured are described below:
Parameter

Description

Default

Select to enable or disable the use of the default method list here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are none, group, radius, and tacacs+.

Click the Apply button to accept the changes made.

After clicking the AAA Accounting System tab, the following page will appear.

Figure 9-24 AAA Accounting System window

The fields that can be configured are described below:
Parameter

Description

Default

Select to enable or disable the use of the default method list here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are none, group, radius, and tacacs+.

Click the Apply button to accept the changes made.

After clicking the AAA Accounting Exec tab, the following page will appear.
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Figure 9-25 AAA Accounting Exec window

The fields that can be configured are described below:
Parameter

Description

List Name

Enter the method list name that will be used with the AAA accounting
EXEC option here.

Method 1 to 4

Select the method lists that will be used for this configuration here.
Options to choose from are none, group, radius, and tacacs+.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

After clicking the AAA Accounting Commands tab, the following page will appear.

Figure 9-26 AAA Accounting Commands window

The fields that can be configured are described below:
Parameter

Description

Level

Select the privilege level used here. Options to choose from are levels
1 to 15.

List Name

Enter the method list name that will be used with the AAA accounting
commands option here.

Method

Select the method lists that will be used for this configuration here.
Options to choose from are none, group, and tacacs+.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

RADIUS
RADIUS Global Settings
This window is used to view and configure the RADIUS global settings.
To view the following window, click Security > RADIUS > RADIUS Global Settings, as shown below:
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Figure 9-27 RADIUS Global Settings window

The fields that can be configured are described below:
Parameter

Description

Dead Time

Enter the dead time value here. This value must be between 1 and
1440 minutes. By default, this value is 0 minutes. When this option is
0, the unresponsive server will not be marked as dead. This setting
can be used to improve the authentication processing time by setting
the dead time to skip the unresponsive server host entries.
When the system performs authentication with the authentication
server, it attempts one server at a time. If the attempted server does
not respond, the system will attempt the next server. When the system
finds a server does not respond, it will mark the server as down, start a
dead time timer, and skip them in authentication of the following
requests until expiration of the dead time.

Click the Apply button to accept the changes made.

RADIUS Server Settings
This window is used to view and configure the RADIUS server settings.
To view the following window, click Security > RADIUS > RADIUS Server Settings, as shown below:

Figure 9-28 RADIUS Server Settings window

The fields that can be configured are described below:
Parameter

Description

IP Address

Enter the RADIUS server’s IPv4 address here.

IPv6 Address

Enter the RADIUS server’s IPv6 address here.

Authentication Port

Enter the authentication port number used here. This value must be
between 0 and 65535. By default, this value is 1812. If no
authentication is used, use the value 0.

Accounting Port

Enter the accounting port number used here. This value must be
between 0 and 65535. By default, this value is 1813. If no accounting
is used, use the value 0.

Retransmit

Enter the retransmit value used here. This value must be between 0
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and 20. By default, this value is 3. To disable this option, enter the
value 0.
Timeout

Enter the timeout value used here. This value must be between 1 and
255 seconds. By default, this value is 5 seconds.

Key Type

Select the key type that will be used here. Options to choose from are
Plain Text and Encrypted.

Key

Enter the key, used to communicate with the RADIUS server, here.
This key can be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

RADIUS Group Server Settings
This window is used to view and configure the RADIUS group server settings.
To view the following window, click Security > RADIUS > RADIUS Group Server Settings, as shown
below:

Figure 9-29 RADIUS Group Server Settings window

The fields that can be configured are described below:
Parameter

Description

Group Server Name

Enter the RADIUS group server’s name here. This name can be up to
15 characters long.

IP Address

Enter the group server’s IPv4 address here.

IPv6 Address

Enter the group server’s IPv6 address here.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Detail button to view and configure more detailed settings for the RADIUS group server.

After clicking the Detail button, the following page will be available.
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Figure 9-30 RADIUS Group Server Settings - Detail window

Click the Delete button to remove the specified entry.
Click the Back button to return to the previous window.

RADIUS Statistic
This window is used to view and clear the RADIUS statistics information.
To view the following window, click Security > RADIUS > RADIUS Statistic, as shown below:

Figure 9-31 RADIUS Statistic window

The fields that can be configured are described below:
Parameter

Description

Group Server Name

Select the RADIUS group server name from this list here.

Click the Clear button to clear the information based on the selections made.
Click the Clear All button to clear all the information in this table.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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TACACS
TACACS Server Settings
This window is used to view and configure the TACACS server settings.
To view the following window, click Security > TACACS > TACACS Server Settings, as shown below:

Figure 9-32 TACACS Server Settings window

The fields that can be configured are described below:
Parameter

Description

IP Address

Enter the TACACS server’s IPv4 address here.

IPv6 Address

Enter the TACACS server’s IPv6 address here.

Port

Enter the port number used here. This value must be between 1 and
65535. By default, this value is 49.

Timeout

Enter the timeout value here. This value must be between 1 and 255
seconds. By default, this value is 5 seconds.

Key Type

Select the key type that will be used here. Options to choose from are
Plain Text and Encrypted.

Key

Enter the key, used to communicate with the TACACS server, here.
This key can be up to 254 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

TACACS Group Server Settings
This window is used to view and configure the TACACS group server settings.
To view the following window, click Security > TACACS > TACACS Group Server Settings, as shown
below:
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Figure 9-33 TACACS Group Server Settings window

The fields that can be configured are described below:
Parameter

Description

Group Server Name

Enter the TACACS group server’s name here. This name can be up to
15 characters long.

IPv4 TACACS Server IP

Enter the group server’s IPv4 address here.

IPv6 TACACS Server IP

Enter the group server’s IPv6 address here.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Detail button to view and configure more detailed settings for the TACACS group server.

After clicking the Detail button, the following page will be available.

Figure 9-34 TACACS Group Server Settings - Detail window

Click the Delete button to remove the specified entry.
Click the Back button to return to the previous window.

TACACS Statistic
This window is used to view and clear the TACACS statistic information.
To view the following window, click Security > TACACS > TACACS Statistic, as shown below:
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Figure 9-35 TACACS Statistic window

The fields that can be configured are described below:
Parameter

Description

Group Server Name

Select the TACACS group server name from this list here.

Click the Clear by Group button to clear the information based on the group selected.
Click the Clear All button to clear all the information in this table.
Click the Clear button to clear all the information for the specific port.

IMPB
The IP network layer uses a four-byte address. The Ethernet link-layer uses a six-byte MAC address.
Binding these two address types together allows the transmission of data between the layers. The
primary purpose of IP-MAC-Port Binding (IMPB) is to restrict the access to a switch to a number of
authorized users. Authorized clients can access a switch’s port by either checking the pair of IP-MAC
addresses with the pre-configured database or if DHCP snooping has been enabled in which case the
switch will automatically learn the IP/MAC pairs by snooping DHCP packets and saving them to the IMPB
white list. If an unauthorized user tries to access an IP-MAC binding enabled port, the system will block
the access by dropping its packet. Active and inactive entries use the same database. The function is
port-based, meaning a user can enable or disable the function on the individual port.

IPv4
DHCPv4 Snooping
DHCP Snooping Global Settings
This window is used to view and configure the DHCP snooping global settings.
To view the following window, click Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping
Global Settings, as shown below:

Figure 9-36 DHCP Snooping Global Settings window

The fields that can be configured are described below:
Parameter

Description

DHCP Snooping

Select to enable or disable the DHCP snooping global status.

Information Option Allow
Untrusted

Select to enable or disable the option to globally allow DHCP packets
with the relay Option 82 on the untrusted interface.

Source MAC Verification

Select to enable or disable the verification that the source MAC
address in a DHCP packet matches the client hardware address.

Station Move Deny

Select to enable or disable the DHCP snooping station move state.
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When DHCP snooping station move is enabled, the dynamic DHCP
snooping binding entry with the same VLAN ID and MAC address on
the specific port can move to another port if it detects that a new
DHCP process belong to the same VLAN ID and MAC address.
Click the Apply button to accept the changes made.

DHCP Snooping Port Settings
This window is used to view and configure the DHCP snooping port settings.
To view the following window, click Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping
Port Settings, as shown below:

Figure 9-37 DHCP Snooping Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Entry Limit

Enter the entry limit value here. This value must be between 0 and
1024. Tick the No Limit option to disable the function.

Rate Limit

Enter the rate limit value here. This value must be between 1 and 300.
Tick the No Limit option to disable the function.
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Trusted

Select the trusted option here. Options to choose from are No and
Yes. Ports connected to the DHCP server or to other switches should
be configured as trusted interfaces. The ports connected to DHCP
clients should be configured as untrusted interfaces. DHCP snooping
acts as a firewall between untrusted interfaces and DHCP servers.

Click the Apply button to accept the changes made.

DHCP Snooping VLAN Settings
This window is used to view and configure the DHCP snooping VLAN settings.
To view the following window, click Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping
VLAN Settings, as shown below:

Figure 9-38 DHCP Snooping VLAN Settings window

The fields that can be configured are described below:
Parameter

Description

VID List

Enter the VLAN ID list used here.

State

Select to enable or disable the DHCP snooping VLAN setting here.

Click the Apply button to accept the changes made.

DHCP Snooping Database
This window is used to view and configure the DHCP snooping database settings.
To view the following window, click Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping
Database, as shown below:
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Figure 9-39 DHCP Snooping Database window

The fields that can be configured for DHCP Snooping Database are described below:
Parameter

Description

Write Delay

Enter the write delay time value here. This value must be between 60
and 86400 seconds. By default, this value is 300 seconds.

Click the Reset button to reset the information entered.
Click the Apply button to accept the changes made.

The fields that can be configured for Store DHCP Snooping Database are described below:
Parameter

Description

URL

Select the location from the drop-down list and enter the URL where
the DHCP snooping database will be stored to here. Location to
choose from is TFTP.

Click the Apply button to accept the changes made.

The fields that can be configured for Load DHCP Snooping Database are described below:
Parameter

Description

URL

Select the location from the drop-down list and enter the URL where
the DHCP snooping database will be loaded from here. Location to
choose from is TFTP.

Click the Apply button to accept the changes made.
Click the Clear button to clear all the counter information.

DHCP Snooping Binding Entry
This window is used to view and configure the DHCP snooping binding entries.

298

DGS-1510 Series Gigabit Ethernet SmartPro Switch Web UI Reference Guide
To view the following window, click Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping
Binding Entry, as shown below:

Figure 9-40 DHCP Snooping Binding Entry window

The fields that can be configured are described below:
Parameter

Description

MAC Address

Enter the MAC address of the DHCP snooping binding entry here.

VID

Enter the VLAN ID of the DHCP snooping binding entry here. This
value must be between 1 and 4094.

IP Address

Enter the IP address of the DHCP snooping binding entry here.

Unit

Select the switch unit that will be used for this configuration here.

Port

Select the appropriate port used for the configuration here.

Expiry

Enter the expiry time value used here. This value must be between 60
and 4294967295 seconds.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Dynamic ARP Inspection
ARP Access List
This window is used to view and configure the dynamic ARP inspection settings.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Access
List, as shown below:

299

DGS-1510 Series Gigabit Ethernet SmartPro Switch Web UI Reference Guide
Figure 9-41 ARP Access List window

The fields that can be configured are described below:
Parameter

Description

ARP Access List Name

Enter the ARP access list name used here. This name can be up to 32
characters long.

Click the Add button to add a new entry based on the information entered.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.

After clicking the Edit button, the following window will appear.

Figure 9-42 ARP Access List - Edit window

The fields that can be configured are described below:
Parameter

Description

Action

Select the action that will be taken here. Options to choose from are
Permit and Deny.

IP

Select the type of sender IP address that will be used here. Options to
choose from are Any, Host, and IP with Mask.

Sender IP

After selecting the Host or IP with Mask options as the type of IP,
enter the sender IP address used here.

Sender IP Mask

After selecting the IP with Mask option as the type of IP, enter the
sender IP mask used here.

MAC

Select the type of sender MAC address that will be used here. Options
to choose from are Any, Host, and MAC with Mask.

Sender MAC

After selecting the Host or MAC with Mask options as the type of
MAC, enter the sender MAC address used here.

Sender MAC Mask

After selecting the MAC with Mask option as the type of MAC, enter
the sender MAC mask used here.

Click the Back button to return to the previous page.
Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
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ARP Inspection Settings
This window is used to view and configure the ARP inspection settings.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP
Inspection Settings, as shown below:

Figure 9-43 ARP Inspection Settings window

The fields that can be configured for ARP Inspection Validation are described below:
Parameter

Description

Src-MAC

Select to enable of disable the source MAC option here. This option
specifies to check for ARP requests and response packets and the
consistency of the source MAC address in the Ethernet header against
the sender MAC address in the ARP payload.

Dst-MAC

Select to enable of disable the destination MAC option here. This
option specifies to check for ARP response packets and the
consistency of the destination MAC address in the Ethernet header
against the target MAC address in the ARP payload.

IP

Select to enable of disable the IP option here. This option specifies to
check the ARP body for invalid and unexpected IP addresses. It also
specifies to check the validity of IP address in the ARP payload. The
sender IP in both the ARP request and response and target IP in the
ARP response are validated. Packets destined for the IP addresses
0.0.0.0, 255.255.255.255, and all IP multicast addresses are dropped.
Sender IP addresses are checked in all ARP requests and responses,
and target IP addresses are checked only in ARP responses.

Click the Apply button to accept the changes made.

The fields that can be configured for ARP Inspection Filter are described below:
Parameter

Description

ARP Access List Name

Enter the ARP access list name used here. This name can be up to 32
characters long.

VID List

Enter the VLAN ID list used here.
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Static ACL

Select whether to use a static ACL or not here by either selecting Yes
or No.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove an entry based on the information entered.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

ARP Inspection Port Settings
This window is used to view and configure the ARP inspection port settings.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP
Inspection Port Settings, as shown below:

Figure 9-44 ARP Inspection Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Rate Limit

Enter the rate limit value here. This value must be between 1 and 150
packets per seconds.

Burst Interval

Enter the burst interval value here. This value must be between 1 and
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15. Tick the None option to disable the option.
Trust State

Select to enable or disable the trust state here.

Click the Apply button to accept the changes made.
Click the Set to Default button to change the information to the default values.

ARP Inspection VLAN
This window is used to view and configure the ARP inspection VLAN settings.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP
Inspection VLAN, as shown below:

Figure 9-45 ARP Inspection VLAN window

The fields that can be configured are described below:
Parameter

Description

VID List

Enter the VLAN ID list used here.

State

Select to enable or disable the ARP inspection option’s state for the
specified VLAN here.

Click the Apply button to accept the changes made.

ARP Inspection Statistics
This window is used to view and clear the ARP inspection statistics information.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP
Inspection Statistics, as shown below:

Figure 9-46 ARP Inspection Statistics window

The fields that can be configured are described below:
Parameter

Description

VID List

Enter the VLAN ID list used here.

Click the Clear by VLAN button to clear the information based on the VLAN ID(s) entered.
Click the Clear All button to clear all the information in this table.
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Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

ARP Inspection Log
This window is used to view, configure and clear the ARP inspection log information.
To view the following window, click Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP
Inspection Log, as shown below:

Figure 9-47 ARP Inspection Log window

The fields that can be configured are described below:
Parameter

Description

Log Buffer

Enter the log’s buffer value used here. This value must be between 1
and 1024. By default, this value is 32.

Click the Apply button to accept the changes made.
Click the Clear Log button to clear the log.

IP Source Guard
IP Source Guard Port Settings
This window is used to view and configure the IP source guard port settings.
To view the following window, click Security > IMPB > IPv4 > IP Source Guard > IP Source Guard Port
Settings, as shown below:

Figure 9-48 IP Source Guard Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select to enable or disable the IP source guard’s state for the specified
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port(s) here.
Validation

Select the validation method used here. Options to choose from are IP
and IP-MAC. Selecting IP means that the IP address of the received
packets will be checked. Selecting IP-MAC means that the IP address
and the MAC address of the received packets will be checked.

Click the Apply button to accept the changes made.

IP Source Guard Binding
This window is used to view and configure the IP source guard binding settings.
To view the following window, click Security > IMPB > IPv4 > IP Source Guard > IP Source Guard
Binding, as shown below:

Figure 9-49 IP Source Guard Binding window

The fields that can be configured for IP Source Binding Settings are described below:
Parameter

Description

MAC Address

Enter the MAC address of the binding entry here.

VID

Enter the VLAN ID of the binding entry here.

IP Address

Enter the IP address of the binding entry here.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.

The fields that can be configured for IP Source Binding Entry are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this query here.

From Port / To Port

Select the appropriate port range used for the query here.
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IP Address

Enter the IP address of the binding entry here.

MAC Address

Enter the MAC address of the binding entry here.

VID

Enter the VLAN ID of the binding entry here.

Type

Select the type of binding entry to find here. Options to choose from
are All, DHCP Snooping, and Static. Selecting All specifies that all
the DHCP binding entries will be displayed. Selecting DHCP
Snooping specifies to display the IP-source guard binding entry
learned by DHCP binding snooping. Selecting Static specifies to
display the IP-source guard binding entry that is manually configured.

Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IP Source Guard HW Entry
This window is used to view the IP source guard hardware entries.
To view the following window, click Security > IMPB > IPv4 > IP Source Guard > IP Source Guard HW
Entry, as shown below:

Figure 9-50 IP Source Guard HW Entry window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this query here.

From Port / To Port

Select the appropriate port range used for the query here.

Click the Find button to locate a specific entry based on the information entered.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Advanced Settings
IP-MAC-Port Binding Settings
This window is used to view and configure the IP-MAC-Port binding settings.
To view the following window, click Security > IMPB > IPv4 > Advanced Settings > IP-MAC-Port
Binding Settings, as shown below:
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Figure 9-51 IP-MAC-Port Binding Settings window

The fields that can be configured for IP-MAC-Port Binding Trap Settings are described below:
Parameter

Description

Trap State

Select the enable or disable the IP-MAC-Port binding option’s trap
state.

Click the Apply button to accept the changes made.

The fields that can be configured for IP-MAC-Port Binding Port Settings are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Mode

Select the mode of access control that will be used here. Options to
choose from are Disabled, Strict, and Loose. When a port is enabled
for IMPB strict-mode access control, a host can only access the port
after the host sends ARP or IP packets and the ARP packet or IP
packet sent by the host passes the binding check. To pass the binding
check, the source IP address, source MAC address, VLAN ID, and
arrival port number must match any of the entries defined by either the
IP source guard static binding entry or the DHCP snooping learned
dynamic binding entry. When a port is enabled for IMPB loose-mode
access control, a host will be denied to access the port after the host
sends ARP or IP packets and the ARP packet or IP packet sent by the
host does not pass the binding check. To pass the binding check, the
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source IP address, source MAC address, VLAN ID, and arrival port
must match any of the entries defined by either the IP source guard
static binding entry or the DHCP snooping learned dynamic binding
entry.
Click the Apply button to accept the changes made.

IP-MAC-Port Binding Blocked Entry
This window is used to view and clear the IP-MAC-Port binding blocked entry table.
To view the following window, click Security > IMPB > IPv4 > Advanced Settings > IP-MAC-Port
Binding Blocked Entry, as shown below:

Figure 9-52 IP-MAC-Port Binding Blocked Entry window

The fields that can be configured are described below:
Parameter

Description

Clear by Port

Select this option to clear the entry table based on the port(s) selected.

Unit

Select the switch unit that will be clear here.

From Port / To Port

Select the appropriate port range that will be cleared here.

Clear by MAC

Select this option to clear the entry table based on the MAC address
entered. Enter the MAC address that will be cleared in the space
provided.

Clear All

Select this option to clear all entries that contain MAC addresses.

Click the Apply button to accept the changes made.

IPv6
IPv6 Snooping
This window is used to view and configure the IPv6 snooping settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 Snooping, as shown below:
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Figure 9-53 IPv6 Snooping window

The fields that can be configured for Station Move Setting are described below:
Parameter

Description

Station Move

Select the station move options here. Options to choose from are
Permit and Deny.

Click the Apply button to accept the changes made.

The fields that can be configured for IPv6 Snooping Policy Settings are described below:
Parameter

Description

Policy Name

Enter the IPv6 snooping policy name used here. This name can be up
to 32 characters long.

Limit Address Count

Enter the address count limit value used here. This value must be
between 0 and 511. Tick the No Limit option to disable this option.

Protocol

Select the protocol that will be associated with this policy here. Options
to choose from are Disabled, DHCP, NDP, and All. DHCPv6
Snooping sniffs the DHCPv6 packets sent between the DHCPv6 client
and server in the address assigning procedure. When a DHCPv6 client
successfully got a valid IPv6 address, DHCPv6 snooping creates its
binding database. ND Snooping is designed for a stateless autoconfiguration assigned IPv6 address and manually configured IPv6
address. Before assigning an IPv6 address, the host must perform
Duplicate Address Detection first. ND snooping detects DAD
messages (DAD NS and DAD NA) to build its binding database. The
NDP packet (NS and NA) is also used to detect whether a host is still
reachable and determine whether to delete a binding or not.

VID List

Enter the VLAN ID list used here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.

IPv6 ND Inspection
This window is used to view and configure the IPv6 ND inspection settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 ND Inspection, as shown below:

309

DGS-1510 Series Gigabit Ethernet SmartPro Switch Web UI Reference Guide

Figure 9-54 IPv6 ND Inspection window

The fields that can be configured are described below:
Parameter

Description

Policy Name

Enter the policy name used here. This name can be up to 32
characters long.

Device Role

Select the device role here. Options to choose from are Host and
Router. By default, the device’s role is set as host and inspection for
NS and NA messages are performed. If the device role is set as router,
the NS and NA inspection is not performed. When performing NS/NA
inspection, the message will be verified against the dynamic binding
table learned from the ND protocol or from the DHCP.

Validate Source-MAC

Select to enable or disable the validation of the source MAC address
option here. When the Switch receives an ND message that contains a
link-layer address, the source MAC address is checked against the
link-layer address. The packet will be dropped if the link-layer address
and the MAC addresses are different from each other.

Target Port

Tick this option to specify the target port.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.

IPv6 RA Guard
This window is used to view and configure the IPv6 Router Advertisement (RA) guard settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 RA Guard, as shown below:
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Figure 9-55 IPv6 RA Guard window

The fields that can be configured are described below:
Parameter

Description

Policy Name

Enter the policy name here. This name can be up to 32 characters
long.

Device Role

Select the device role here. Options to choose from are Host and
Router. By default, the device’s role is set as host and inspection for
NS and NA messages are performed. If the device role is set as router,
the NS and NA inspection is not performed. When performing NS/NA
inspection, the message will be verified against the dynamic binding
table learned from the ND protocol or from the DHCP.

Match IPv6 Access List

Enter or select the IPv6 access list to match here.

Target Port

Tick this option to specify the target port.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.

IPv6 DHCP Guard
This window is used to view and configure the IPv6 DHCP guard settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 DHCP Guard, as shown below:

Figure 9-56 IPv6 DHCP Guard window

The fields that can be configured are described below:
Parameter

Description

Policy Name

Enter the policy name here. This name can be up to 32 characters
long.

Device Role

Select the device role here. Options to choose from are Host and
Router. By default, the device’s role is set as host and inspection for
NS and NA messages are performed. If the device role is set as router,
the NS and NA inspection is not performed. When performing NS/NA
inspection, the message will be verified against the dynamic binding
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table learned from the ND protocol or from the DHCP.
Match IPv6 Access List

Enter or select the IPv6 access list to match here.

Target Port

Tick this option to specify the target port.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.

IPv6 Source Guard
IPv6 Source Guard Settings
This window is used to view and configure the IPv6 source guard settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 Source Guard > IPv6 Source Guard
Settings, as shown below:

Figure 9-57 IPv6 Source Guard Settings window

The fields that can be configured are described below:
Parameter

Description

Policy Name

Enter the policy name here. This name can be up to 32 characters
long.

Global Auto-Configure
Address

Select to permit of deny data traffic from the auto-configured global
address. It is useful when all global addresses on a link are assigned
by DHCP and the administrator that wants to block hosts with selfconfigured addresses from sending traffic.

Link Local Traffic

Select to permit of deny hardware permitted data traffic send by the
link-local address.

Target Port

Tick this option to specify the target port.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.
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IPv6 Neighbor Binding
This window is used to view and configure the IPv6 neighbor binding settings.
To view the following window, click Security > IMPB > IPv6 > IPv6 Source Guard > IPv6 Neighbor
Binding, as shown below:

Figure 9-58 IPv6 Neighbor Binding window

The fields that can be configured for IPv6 Neighbor Binding Settings are described below:
Parameter

Description

MAC Address

Enter the MAC address used here.

VID

Enter the VLAN ID used here. This value must be between 1 and
4094.

IPv6 Address

Enter the IPv6 address used here.

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.

The fields that can be configured for IPv6 Neighbor Binding Entry are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this search here.

From Port / To Port

Select the appropriate port range used for the search here.

IPv6 Address

Enter the IPv6 address to find here.

MAC Address

Enter the MAC address to find here.

VID

Enter the VLAN ID to find here.

Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.
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DHCP Server Screening
This function allows users to not only to restrict all DHCP server packets but also to receive any specified
DHCP server packet by any specified DHCP client. It is useful when one or more DHCP servers are
present on the network and both provide DHCP services to different distinct groups of clients.
The first time the DHCP filter is enabled it will create both an access profile entry and an access rule per
port entry, it will also create other access rules. These rules are used to block all DHCP server packets. In
addition to a permit DHCP entry it will also create one access profile and one access rule entry the first
time the DHCP client MAC address is used as the client MAC address. The Source IP address is the
same as the DHCP server’s IP address (UDP port number 67). These rules are used to permit the DHCP
server packets with specific fields, which the user has configured.
When DHCP Server filter function is enabled all DHCP Server packets will be filtered from a specific port.

DHCP Server Screening Global Settings
This window is used to view and configure the DHCP server screening global settings.
To view the following window, click Security > DHCP Server Screening > DHCP Server Screening
Global Settings, as shown below:

Figure 9-59 DHCP Server Screening Global Settings window

The fields that can be configured for Trap Settings are described below:
Parameter

Description

Trap State

Select to enable or disable the DHCP server screening trap here.

Click the Apply button to accept the changes made.

The fields that can be configured for Profile Settings are described below:
Parameter

Description

Profile Name

Enter the DHCP server screening profile name here. This name can be
up to 32 characters long.

Client MAC

Enter the MAC address used here.
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Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
Click the Delete Profile button to remove the specified profile.

The fields that can be configured for Log Information are described below:
Parameter

Description

Log Buffer Entries

Enter the logged buffer entries value here. This value must be between
10 and 1024. By default, this value is 32.

Click the Apply button to accept the changes made.
Click the Clear Log button to clear the log.

DHCP Server Screening Port Settings
This window is used to view and configure the DHCP server screening port settings.
To view the following window, click Security > DHCP Server Screening > DHCP Server Screening
Port Settings, as shown below:

Figure 9-60 DHCP Server Screening Port Settings window

The fields that can be configured are described below:
Parameter

Description
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Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select to enable or disable the DHCP server screening function on the
port(s) specified.

Server IP

Enter the DHCP server’s IP address here.

Profile Name

Enter the DHCP server screening profile that will be used for the
port(s) specified here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

ARP Spoofing Prevention
This window is used to view and configure the ARP spoofing prevention settings. When an entry is
created, ARP packets whose sender IP address matches the gateway IP address, of an entry, but its
sender MAC address field does not match the gateway MAC address, of the entry, will be dropped by the
system. The ASP will bypass the ARP packets whose sender IP address doesn’t match the configured
gateway IP address.
If an ARP address matches a configured gateway’s IP address, MAC address, and port list, then bypass
the Dynamic ARP Inspection (DAI) check no matter if the receiving port is ARP trusted or untrusted.
To view the following window, click Security > ARP Spoofing Prevention, as shown below:

Figure 9-61 ARP Spoofing Prevention window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Gateway IP

Enter the gateway’s IP address used here.

Gateway MAC

Enter the gateway’s MAC address used here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.
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MAC Authentication
This window is used to view and configure the MAC authentication settings. MAC authentication is a
feature designed to authenticate a user by MAC address when the user is trying to access the network
via the Switch. The Switch itself can perform the authentication based on a local database or be a
RADIUS client and perform the authentication process via the RADIUS protocol with a remote RADIUS
server.
To view the following window, click Security > MAC Authentication, as shown below:

Figure 9-62 Port Security Global Settings window

The fields that can be configured for MAC Authentication Global Settings are described below:
Parameter

Description

MAC Authentication State

Select to enable or disable the MAC authentication feature’s global
state.

MAC Authentication Trap
State

Select to enable or disable the MAC authentication feature’s trap state.

Click the Apply button to accept the changes made.

The fields that can be configured for MAC Authentication User Name and Password Settings are
described below:
Parameter

Description
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User Name

Enter the username used for MAC authentication here. This name can
be up to 16 characters long. Tick the Default option to restore the
username to the client’s MAC address here.

Password

Enter the password used for MAC authentication here. Tick the
Encrypt option save this password in the encrypted form. Tick the
Default option to restore the password to the client’s MAC address
here.

Click the Apply button to accept the changes made.

The fields that can be configured for MAC Authentication Port Settings are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select to enable or disable MAC authentication for the port(s) specified
here.

Click the Apply button to accept the changes made.

Web-based Access Control
Web-based Access Control (WAC) is a feature designed to authenticate a user when the user is trying to
access the Internet via the Switch. The authentication process uses the HTTP or HTTPS protocol. The
Switch enters the authenticating stage when users attempt to browse Web pages (e.g.,
http://www.dlink.com) through a Web browser. When the Switch detects HTTP or HTTPS packets and
this port is unauthenticated, the Switch will launch a pop-up user name and password window to query
users. Users are not able to access the Internet until the authentication process is passed.
The Switch can be the authentication server itself and do the authentication based on a local database, or
be a RADIUS client and perform the authentication process via the RADIUS protocol with a remote
RADIUS server. The client user initiates the authentication process of WAC by attempting to gain Web
access.
D-Link’s implementation of WAC uses a virtual IP that is exclusively used by the WAC function and is not
known by any other modules of the Switch. In fact, to avoid affecting a Switch’s other features, WAC will
only use a virtual IP address to communicate with hosts. Thus, all authentication requests must be sent to
a virtual IP address but not to the IP address of the Switch’s physical interface.
Virtual IP works like this, when a host PC communicates with the WAC Switch through a virtual IP, the
virtual IP is transformed into the physical IPIF (IP interface) address of the Switch to make the
communication possible. The host PC and other servers’ IP configurations do not depend on the virtual IP
of WAC. The virtual IP does not respond to any ICMP packets or ARP requests, which means it is not
allowed to configure a virtual IP on the same subnet as the Switch’s IPIF (IP interface) or the same
subnet as the host PCs’ subnet.
As all packets to a virtual IP from authenticated and authenticating hosts will be trapped to the Switch’s
CPU, if the virtual IP is the same as other servers or PCs, the hosts on the WAC-enabled ports cannot
communicate with the server or PC which really own the IP address. If the hosts need to access the
server or PC, the virtual IP cannot be the same as the one of the server or PC. If a host PC uses a proxy
to access the Web, to make the authentication work properly the user of the PC should add the virtual IP
to the exception of the proxy configuration. Whether or not a virtual IP is specified, users can access the
WAC pages through the Switch’s system IP. When a virtual IP is not specified, the authenticating Web
request will be redirected to the Switch’s system IP.
The Switch’s implementation of WAC features a user-defined port number that allows the configuration of
the TCP port for either the HTTP or HTTPS protocols. This TCP port for HTTP or HTTPs is used to
identify the HTTP or HTTPs packets that will be trapped to the CPU for authentication processing, or to
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access the login page. If not specified, the default port number for HTTP is 80 and the default port
number for HTTPS is 443. If no protocol is specified, the default protocol is HTTP.
The following diagram illustrates the basic six steps all parties go through in a successful Web
Authentication process:

Figure 9-63 RADIUS Authentication Server
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Conditions and Limitations




If the client is utilizing DHCP to attain an IP address, the authenticating VLAN must provide a
DHCP server or a DHCP relay function so that client may obtain an IP address.
Certain functions exist on the Switch that will filter HTTP packets, such as the Access Profile
function. The user needs to be very careful when setting filter functions for the target VLAN, so
that these HTTP packets are not denied by the Switch.
If a RADIUS server is to be used for authentication, the user must first establish a RADIUS
Server with the appropriate parameters, including the target VLAN, before enabling Web
Authentication on the Switch.

Web Authentication
This window is used to view and configure the Web authentication settings.
To view the following window, click Security > Web-based Access Control > Web Authentication, as
shown below:

Figure 9-64 Port Security Global Settings window

The fields that can be configured are described below:
Parameter

Description

Web Authentication State

Select to enable or disable the Web authentication feature’s global
state.

Trap State

Select to enable or disable the Web authentication feature’s trap state.

Virtual IPv4

Enter the virtual IPv4 address used here. The virtual IP of Web
authentication is just the characterization of the Web authentication
function on the Switch. All Web authentication processes communicate
with this IP address, however, the virtual IP does not respond to any
ICMP packet or ARP request. So it’s not allowed to configure virtual IP
in the same subnet as the Switch’s IP interface or the same subnet as
the host PCs’ subnet, otherwise the Web authentication cannot
operate correctly. The defined URL only takes effect when the virtual
IP address is configured. The users get the FQDN URL stored on the
DNS server to get the virtual IP address. The obtained IP address
must match the virtual IP address configured by the command. If the
IPv4 virtual IP is not configured, the IPv4 access cannot start a Web
authentication.

Virtual IPv6

Enter the virtual IPv6 address used here. If the IPv6 virtual IP is not
configured, the IPv6 access cannot start a Web authentication.

Virtual URL

Enter the virtual URL used here. This URL can be up to 128 characters
long.

Redirection Path

Enter the redirection path here. This path can be up to 128 characters
long.
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Click the Apply button to accept the changes made.

WAC Port Settings
This window is used to view and configure the WAC port settings.
To view the following window, click Security > Web-based Access Control > WAC Port Settings, as
shown below:

Figure 9-65 WAC Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select to enable or disable the WAC feature on the port(s) specified.

Click the Apply button to accept the changes made.

WAC Customize Page
This window is used to view and configure the WAC customized login page.
To view the following window, click Security > Web-based Access Control > WAC Customize Page,
as shown below:
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Figure 9-66 WAC Customize Page window

The fields that can be configured are described below:
Parameter

Description

Page Title

Enter a custom page title message here. This message can be up to
128 characters long.

Login window Title

Enter a custom login window title here. This title can be up to 64
characters long.

User Name Title

Enter a custom username title here. This title can be up to 32
characters long.

Password Title

Enter a custom password title here. This title can be up to 32
characters long.

Logout window Title

Enter a custom logout window title here. This title can be up to 64
characters long.

Notification

Enter additional information to display in the notification area here.
This information can be up to 128 characters long for each line. There
a 5 lines available for additional information.

Click the Set to Default button to replace the information with the default information.
Click the Apply button to accept the changes made.

Japanese Web-based Access Control
JWAC Global Settings
This window is used to view and configure the Japanese Web-based Access Control (JWAC) global
settings.
To view the following window, click Security > Japanese Web-based Access Control > JWAC Global
Settings, as shown below:
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Figure 9-67 JWAC Global Settings window

The fields that can be configured for JWAC Global Settings are described below:
Parameter

Description

JWAC State

Select to enable or disable the JWAC feature’s global state here.

Click the Apply button to accept the changes made.

The fields that can be configured for JWAC Settings are described below:
Parameter

Description

UDP Filtering

Select to enable or disable UDP filtering here.

Authentication Method

Select the authentication method used here. Options to choose from
are MD5, CHAP, PAP, MS-CHAP, and MS-CHAP-v2.

Virtual IP

Select the virtual IP option used here. Options to choose from are
IPv4, IPv6, and URL.

IPv4 Address

After selecting IPv4 as the Virtual IP, the following field will be
available. Enter the virtual IPv4 address used here. All JWAC
authentication processes communicate with this IP address, however,
the virtual IP does not respond to any ICMP packets or ARP requests.
So it’s not allowed to configure virtual IP in the same subnet as the
switch’s IP interface or the same subnet as the host PCs’ subnet,
otherwise JWAC authentication cannot operate correctly.
The defined URL only takes effect when the virtual IP address is
configured. The users get the FQDN URL stored on the DNS server to
get the virtual IP address. The obtained IP address must match the
virtual IP address configured by the command.
If the IPv4 virtual IP is not configured, the IPv4 access cannot start
JWAC authentication.

IPv6 Address

After selecting IPv6 as the Virtual IP, the following field will be
available. Enter the virtual IPv6 address used here. If the IPv6 virtual
IP is not configured, the IPv6 access cannot start a JWAC
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authentication.
Virtual URL

After selecting URL as the Virtual IP, the following field will be
available. Enter the virtual URL used here.

Forcible Logout

Select to enable or disable the forcible logout option here. When the
forcible logout feature is enabled, a ping packet from an authenticated
host to the JWAC switch with a TTL of 1 will be regarded as a logout
request and the host will be moved back to unauthenticated state.

Redirect State

Select to enable or disable the redirection state here. When redirect is
enabled, all Web access is redirected to the quarantine server or
JWAC login page.

Redirect Destination

Select the redirect destination here. Options to choose from are
Quarantine Server and JWAC Login Page. When redirecting to the
quarantine server, the unauthenticated host will be redirected to the
quarantine server when it tries to access a random URL. When
redirecting to the JWAC login page, the unauthenticated host will be
redirected to the JWAC login page in the switch to finish
authentication. When redirecting to the quarantine server is specified,
a quarantine server must be configured first before enabling the JWAC
function globally. When redirect is disabled, all Web access is denied
except for access to the quarantine server or JWAC login page.

Redirect Delay Time

Enter the redirect delay time value here. This value must be between 0
and 10 seconds. By default, this value 1 second.

Click the Apply button to accept the changes made.

The fields that can be configured for Quarantine Server Settings are described below:
Parameter

Description

Timeout

Enter the quarantine server’s timeout value here. This value must be
between 5 and 300 seconds. By default, this value is 30 seconds.

Monitor

Select to enable or disable the monitor option here. When the JWAC
quarantine server monitor feature is enabled, the JWAC switch will
monitor the quarantine server to ensure the server is okay. If the
switch detects no quarantine server, it will redirect all unauthenticated
HTTP accesses to the JWAC Login Page if the redirect option is
enabled and the redirect destination is configured to be quarantine
server.

URL

Select the whether the quarantine server uses an IPv4 or IPv6
address and enter the respective IP address in the space provided.

Click the Apply button to accept the changes made.

The fields that can be configured for Update Server Settings are described below:
Parameter

Description

IPv4 Network Prefix/Prefix
Length

Enter the update server’s IPv4 address and prefix length here. Any
servers (like update.microsoft.com or some sites of Antivirus software
companies, which ActiveX needs to access to accomplish the
authentication before the client passes the authentication) should be
added with its IP address or with the network address. By adding the
network address, an entry can serve multiple update servers on the
same network. Multiple update server addresses or network addresses
can be configured.

IPv6 Network Prefix/Prefix

Enter the update server’s IPv6 address and prefix length here.
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Length
Port

Enter the update server’s port used here. This value must be between
1 and 65535. Also select whether this port is a TCP or UDP port.

Click the Apply button to accept the changes made.
Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.

JWAC Port Settings
This window is used to view and configure the JWAC port settings.
To view the following window, click Security > Japanese Web-based Access Control > JWAC Port
Settings, as shown below:

Figure 9-68 JWAC Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

State

Select whether JWAC is enabled or disabled on the port(s) specified.

Max Authenticating User

Enter the maximum number of authentication users allowed here. This
value must be between 1 and 100.
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Click the Apply button to accept the changes made.

JWAC Customize Page Language
This window is used to view and configure the JWAC customize page’s language.
To view the following window, click Security > Japanese Web-based Access Control > JWAC
Customize Page Language, as shown below:

Figure 9-69 JWAC Customize Page Language window

The fields that can be configured are described below:
Parameter

Description

Customize Page Language

Select the language option that will be used when the JWAC login
page is displayed.

Click the Apply button to accept the changes made.

JWAC Customize Page
This window is used to view and configure the JWAC customize page settings.
To view the following window, click Security > Japanese Web-based Access Control > JWAC
Customize Page, as shown below:

Figure 9-70 JWAC Customize Page (English) window

The fields that can be configured are described below:
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Parameter

Description

Page Title

Enter a custom page title message here. This message can be up to
128 characters long.

Login window Title

Enter a custom login window title here. This title can be up to 64
characters long.

User Name Title

Enter a custom username title here. This title can be up to 32
characters long.

Password Title

Enter a custom password title here. This title can be up to 32
characters long.

Logout window Title

Enter a custom logout window title here. This title can be up to 64
characters long.

Notification

Enter additional information to display in the notification area here.
This information can be up to 128 characters long for each line. There
a 5 lines available for additional information.

Click the Set to Default button to replace the information with the default information.
Click the Apply button to accept the changes made.

After changing the language to Japanese the JWAC customize page will look like this.

Figure 9-71 JWAC Customize Page (Japanese) window

Click the Set to Default button to replace the information with the default information.
Click the Apply button to accept the changes made.

Network Access Authentication
Guest VLAN
This window is used to view and configure the network access authentication guest VLAN settings.
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To view the following window, click Security > Network Access Authentication > Guest VLAN, as
shown below:

Figure 9-72 Guest VLAN window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

VID

Enter the VLAN ID used here. This value must be between 1 and
4094.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Network Access Authentication Global Settings
This window is used to view and configure the network access authentication global settings.
To view the following window, click Security > Network Access Authentication > Network Access
Authentication Global Settings, as shown below:

Figure 9-73 Network Access Authentication Global Settings window
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The fields that can be configured for Network Access Authentication MAC Format Settings are
described below:
Parameter

Description

Case

Select the case format that will be used for the network access
authentication MAC address here. Options to choose from are
Lowercase and Uppercase.

Delimiter

Select the delimiter that will be used for the network access
authentication MAC address here. Options to choose from are
Hyphen, Colon, Dot, and None.

Delimiter Number

Select the delimiter number option here. Options to choose from are 1,
2, and 5.

Click the Apply button to accept the changes made.

The fields that can be configured for General Settings are described below:
Parameter

Description

Max Users

Enter the maximum amount of users allowed here. This value must be
between 1 and 1000. By default, this option is 1000.

Deny MAC-Move

Select to enable or disable the deny MAC-move feature here. This
option controls whether to allow authenticated hosts to do roaming
across different switch ports and only controls whether a host which is
authenticated at a port set to the multi-authenticate mode is allowed to
move to another port.
If a station is allowed to move, there are two situations. It may either
need to be re-authenticated or directly moved to the new port without
re-authentication based on the following rule. If the new port has the
same authentication configuration as the original port, then reauthentication is not needed. The host will inherit the same
authorization attributes with new port. The authenticated host can do
roaming from port 1 to port 2, and inherit the authorization attributes
without re-authentication. If the new port has the different
authentication configuration as the original port, then re-authentication
is needed. The authenticated host on port 1 can move and reauthenticated by port 2. If the new port has no authentication method
enabled, then the station is directly moved to the new port. The
session with the original port is removed. The authenticated host on
port 1 can be moved to port 2.
If this feature is disabled and an authenticated host moves to another
port, then this is treated as a violation error.

Authorization State

Select to enable or disable the authorized state here. The option is
used to enable or disable the acceptance of an authorized
configuration. When authorization is enabled for authentication, the
authorized attributes (for example VLAN, 802.1p default priority,
bandwidth, and ACL) assigned by the RADIUS server will be accepted
if the authorization status is enabled. Bandwidth and ACL are assigned
on a per-port basis. If in the multi-authenticated mode, VLAN and
802.1p are assigned on a per-host basis. Otherwise, Bandwidth and
ACL are assigned on a per-port basis.

Click the Apply button to accept the changes made.

The fields that can be configured for User Information are described below:
Parameter

Description
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User Name

Enter the user name used here. This name can be up to 32 characters
long.

VID

Enter the VLAN ID used here.

Password Type

Select the password type option here. Options to choose from are
Plain Text and Encrypted.

Password

Enter the password used here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Network Access Authentication Port Settings
This window is used to view and configure the network access authentication port settings.
To view the following window, click Security > Network Access Authentication > Network Access
Authentication Port Settings, as shown below:

Figure 9-74 Network Access Authentication Port Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.
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Host Mode

Select the host mode option that will be associated with the selected
port(s) here. Options to choose from are Multi Host and Multi Auth. If
the port is operated in the multi-host mode, and if one of the hosts is
authenticated, then all other hosts are allowed to access the port.
According to 802.1X authentication, if the re-authentication fails or the
authenticated user logs off, the port will be blocked for a quiet period.
The port restores the processing of EAPOL packets after the quiet
period. If the port is operated in the multi-authenticated mode, then
each host needs to be authenticated individually to access the port. A
host is represented by its MAC address. Only the authorized host is
allowed to access.

VID List

After selecting the Multi Auth option as the Host Mode, the following
parameter is available. Enter the VLAN ID used here. This is useful
when different VLANs on the Switch have different authentication
requirements. After the client is authenticated, the client will not be reauthenticated when received from other VLANs. This option is useful
for trunk ports to do per-VLAN authentication control. When a port’s
authentication mode is changed to multi-host, the previous
authentication VLAN(s) on this port will be cleared.

CompAuth Mode

Select the compound authentication mode option here. Options to
choose from are Any, MAC-JWAC, and MAC-WAC. Selecting Any
specifies that if any of the authentication method (802.1X, MAC-based
Access Control, WAC, or JWAC) to passes, then pass. Selecting
MAC-JWAC specifies to verify MAC-based authentication first. If the
client passes, JWAC will be verified next. Both authentication methods
need to be passed. Selecting MAC-WAC specifies to verify MACbased authentication first. If the client passes, WAC will be verified
next. Both authentication methods need to be passed.

Max Users

Enter the maximum users value used here. This value must be
between 1 and 1000.

Periodic

Select to enable or disable periodic re-authentication for the selected
port here. This parameter only affects the 802.1X protocol.

ReAuth Timer

Enter the re-authentication timer value here. This value must be
between 1 and 65535 seconds. By default, this value is 3600 seconds.

Inactivity State

Select to enable or disable the inactivity state here. Select the Time
option to enable this feature.

Inactivity Timer

When the Inactivity State is enabled, enter the inactivity timer value
here. This value must be between 120 and 65535 seconds. This
parameter only affects the WAC and JWAC authentication protocols.

Restart

Enter the restart time value used here. This value must be between 1
and 65535 seconds.

Click the Apply button to accept the changes made.

Network Access Authentication Sessions Information
This window is used to view and clear the network access authentication session information.
To view the following window, click Security > Network Access Authentication > Network Access
Authentication Sessions Information, as shown below:
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Figure 9-75 Network Access Authentication Sessions Information window

The fields that can be configured are described below:
Parameter

Description

Port

Select the appropriate switch unit and port used for the query here.

MAC Address

Enter the MAC address used here.

Protocol

Select the protocol option used here. Options to choose from are
MAC, WAC, JWAC, and DOT1X.

Click the Apply button to accept the changes made.
Click the Clear by Port button to the clear the information based on the port selected.
Click the Clear by MAC button to the clear the information based on the MAC address entered.
Click the Clear by Protocol button to the clear the information based on the protocol selected.
Click the Clear All button to clear all the information in this table.
Click the Find button to locate a specific entry based on the information entered.
Click the View All button to locate and display all the entries.

Safeguard Engine
Periodically, malicious hosts on the network will attack the Switch by utilizing packet flooding (ARP Storm)
or other methods. These attacks may increase the switch’s CPU load beyond its capability. To alleviate
this problem, the Safeguard Engine function was added to the Switch’s software.
The Safeguard Engine can help the overall operability of the Switch by minimizing the workload of the
Switch while the attack is ongoing, thus making it capable to forward essential packets over its network in
a limited bandwidth.
If the CPU load rises above the rising threshold value, the Safeguard Engine function will be activated
and the Switch will enter the exhausted mode. In the exhausted mode, the Switch will limit the bandwidth
available for ARP and broadcast IP packets. If the CPU load falls below the falling threshold value, the
Safeguard Engine will be deactivated and the Switch will exit the exhausted mode and enter the normal
mode.
Packets that are destined to the CPU can be classified into three groups. These groups, otherwise known
as sub-interfaces, are logical interfaces that the CPU will use to identify certain types of traffic. The three
groups are Protocol, Manage, and Route. Generally, the Protocol group should receive the highest
priority when the Switch’s CPU processes received packets and the Route group should receive the
lowest priority as the Switch’s CPU usually does get involved in the processing of routing packets. In the
Protocol group, packets are protocol control packets identified by the router. In the Manage group,
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packets are destined to any router or system network management interface by means of interactive
access protocols, like Telnet and SSH. In the Route group, packets are identified as traversing routing
packets that is generally processed by the router CPU.

In the following table a list of supported protocols are displayed with their respective sub-interfaces
(groups):
Protocol Name

Sub-interface (Group)

Description

802.1X

Protocol

Port-based Network Access Control

ARP

Protocol

Address resolution Protocol (ARP)

DHCP

Protocol

Dynamic Host Configuration Protocol

DNS

Protocol

Domain Name System

GVRP

Protocol

GARP VLAN Registration Protocol

ICMPv4

Protocol

Internet Control Message Protocol

ICMPv6-Neighbor

Protocol

IPv6 Internet Control Message Protocol Neighbor
Discovery Protocol (NS/NA/RS/RA)

ICMPv6-Other

Protocol

IPv6 Internet Control Message Protocol except
Neighbor Discovery Protocol (NS/NA/RS/RA)

IGMP

Protocol

Internet Group Management Protocol

LACP

Protocol

Link Aggregation Control Protocol

SNMP

Manage

Simple Network Management Protocol

SSH

Manage

Secure Shell

STP

Protocol

Spanning Tree Protocol

Telnet

Manage

Telnet

TFTP

Manage

Trivial File Transfer Protocol

Web

Manage

Hypertext Transfer Protocol (HTTP) and Hypertext
Transfer Protocol Secure (HTTPS)

A customized rate limit (in packets per second) can be assigned to the Safeguard Engine’s sub-interfaces
as a whole or to individual protocols specified by the user in the management interface. Be careful when
customizing the rate limit for individual protocols, using this function, as improper rate limits can cause the
Switch to process packets abnormally.

NOTE: When Safeguard Engine is enabled, the Switch will allot bandwidth to various traffic
flows (ARP, IP) using the FFP (Fast Filter Processor) metering table to control the CPU
utilization and limit traffic. This may limit the speed of routing traffic over the network.

Safeguard Engine Settings
This window is used to view and configure the safeguard engine settings.
To view the following window, click Security > Safeguard Engine > Safeguard Engine Settings, as
shown below:
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Figure 9-76 Safeguard Engine Settings window

The fields that can be configured for Safeguard Engine Settings are described below:
Parameter

Description

Safeguard Engine State

Select to enable or disable the safeguard engine feature here.

Trap State

Select to enable or disable the safeguard engine trap state here.

The fields that can be configured for CPU Utilization Settings are described below:
Parameter

Description

Rising Threshold

Enter the rising threshold value here. This value must be between 20%
and 100%. This value is used to configure the acceptable level of CPU
utilization before the Safeguard Engine mechanism is enabled. Once
the CPU utilization reaches this percentage level, the Switch will move
into Exhausted mode, based on the parameters provided in this
window.

Falling Threshold

Enter the falling threshold value here. This value must be between
20% and 100%. This value is used to configure the acceptable level of
CPU utilization as a percentage, where the Switch leaves the
Safeguard Engine state and returns to normal mode.

Click the Apply button to accept the changes made.

CPU Protect Counters
This window is used to view and clear the CPU protection counter information.
To view the following window, click Security > Safeguard Engine > CPU Protect Counters, as shown
below:

Figure 9-77 CPU Protect Counters window

The fields that can be configured are described below:
Parameter

Description

Sub Interface

Select the sub-interface option here. Options to choose from are
Manage, Protocol, Route, and All. This option specifies to clear the
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CPU protect related counters of sub-interfaces.
Protocol Name

Select the protocol name option here. Options to choose from are
DHCP, ARP, DNS, GVRP, ICMPv4, ICMPv6-Neighbor, ICMPv6-Other,
IGMP, LACP, SNMP, SSH, STP, Telnet, TFTP, Web, 802.1X, and All.

Click the Clear button to clear the information based on the selections made.
Click the Clear All button to clear all the information in this table.

CPU Protect Sub-Interface
This window is used to view and configure the CPU protection sub-interface settings.
To view the following window, click Security > Safeguard Engine > CPU Protect Sub-Interface, as
shown below:

Figure 9-78 CPU Protect Sub-Interface window

The fields that can be configured for CPU Protect Sub-Interface are described below:
Parameter

Description

Sub-Interface

Select the sub-interface option here. Options to choose from are
Manage, Protocol, and Route.

Rate Limit

Enter the rate limit value used here. This value must be between 0 and
1024 packets per second. Tick the No Limit option to disable the rate
limit.

Click the Apply button to accept the changes made.

The fields that can be configured for Sub-Interface Information are described below:
Parameter

Description

Sub-Interface

Select the sub-interface option here. Options to choose from are
Manage, Protocol, and Route.

Click the Find button to locate a specific entry based on the information entered.

CPU Protect Type
This window is used to view and configure the CPU protection type settings.
To view the following window, click Security > Safeguard Engine > CPU Protect Type, as shown below:
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Figure 9-79 CPU Protect Type window

The fields that can be configured for CPU Protect Type are described below:
Parameter

Description

Protocol Name

Select the protocol name option here. Options to choose from are
DHCP, ARP, DNS, GVRP, ICMPv4, ICMPv6-Neighbor, ICMPv6-Other,
IGMP, LACP, SNMP, SSH, STP, Telnet, TFTP, Web, and 802.1X.

Rate Limit

Enter the rate limit value used here. This value must be between 0 and
1024 packets per second. Tick the No Limit option to disable the rate
limit.

Click the Apply button to accept the changes made.

The fields that can be configured for Protect Type Information are described below:
Parameter

Description

Protocol Name

Select the protocol name option here. Options to choose from are
DHCP, ARP, DNS, GVRP, ICMPv4, ICMPv6-Neighbor, ICMPv6-Other,
IGMP, LACP, SNMP, SSH, STP, Telnet, TFTP, Web, and 802.1X.

Click the Find button to locate a specific entry based on the information entered.

Trusted Host
This window is used to view and configure the trusted host settings.
To view the following window, click Security > Trusted Host, as shown below:

Figure 9-80 Trusted Host window

The fields that can be configured are described below:
Parameter

Description

ACL Name

Enter the ACL name used here. This name can be up to 32 characters
long.
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Type

Select the trusted host type here. Options to choose from are Telnet,
SSH, Ping, HTTP, and HTTPS.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Traffic Segmentation Settings
This window is used to view and configure the traffic segmentation settings. When the traffic
segmentation forwarding domain is specified, packets received by the port will be restricted in Layer 2
packet forwarding to interfaces within the domain. When the forwarding domain of a port is empty, Layer
2 forwarding for packets received by the port is not restricted.
The traffic segmentation member list can be comprised of different interface types, for example port and
port-channel in the same forwarding domain. If the interfaces specified by the command include a portchannel, all the member ports of this port-channel will be included in the forwarding domain.
If the forwarding domain of an interface is empty, then there is no restriction on Layer 2 forwarding of
packets received by the port.
To view the following window, click Security > Traffic Segmentation Settings, as shown below:

Figure 9-81 Traffic Segmentation Settings window

The fields that can be configured are described below:
Parameter

Description

Unit

Select the receiving switch unit that will be used for this configuration
here.

From Port / To Port

Select the receiving port range used for the configuration here.

Forward Unit

Select the forward switch unit that will be used for this configuration
here.

From Forward Port / To
Forward Port

Select the forward port range used for the configuration here.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove an entry based on the information entered.

Storm Control
This window is used to view and configure the storm control settings.
To view the following window, click Security > Storm Control, as shown below:
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Figure 9-82 Storm Control window

The fields that can be configured for Storm Control Trap Settings are described below:
Parameter

Description

Trap State

Select the storm control trap option here. Options to choose from are
None, Storm Occur, Storm Clear, and Both. When None is selected,
no traps will be sent. When Storm Occur is selected, a trap
notification will be sent when a storm event is detected. When Storm
Clear is selected, a trap notification will be sent when a storm event is
cleared.

Click the Apply button to accept the changes made.

The fields that can be configured for Storm Control Polling Settings are described below:
Parameter

Description

Interval

Enter the interval value used here. This value must be between 5 and
600 seconds. By default, this value is 5 seconds.

Retries

Enter the retries value used here. This value must be between 0 and
360. By default, this value is 3. Tick the Infinite option to disable this
feature.

Click the Apply button to accept the changes made.
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The fields that can be configured for Storm Control Port Settings are described below:
Parameter

Description

Unit

Select the switch unit that will be used for this configuration here.

From Port / To Port

Select the appropriate port range used for the configuration here.

Type

Select the type of storm attack that will be controlled here. Options to
choose from are Broadcast, Multicast, and Unicast. When the action
is configured as the shutdown mode, the unicast refers to both known
and unknown unicast packets; that is, if the known and unknown
unicast packets hit the specified threshold, the port will be shutdown.
Otherwise, unicast refers to unknown unicast packets.

Action

Select the action that will be taken here. Options to choose from are
None, Shutdown, and Drop. Selecting None specifies not to filter the
storm packets. Selecting Shutdown specifies to shut down the port
when the value specified for rise threshold is reached. Selecting Drop
specifies to discards packets that exceed the risen threshold.

Level Type

Select the level type option here. Options to choose from are PPS,
Kbps, and Level.

PPS Rise

Enter the rise packets per second value here. This option specifies the
rise threshold value in packets count per second. This value must be
between 1 and 2147483647 packets per second. If the low PPS value
is not specified, the default value is 80% of the specified risen PPS.

PPS Low

Enter the low packets per second value here. This option specifies the
low threshold value in packets count per second. This value must be
between 1 and 2147483647 packets per second. If the low PPS value
is not specified, the default value is 80% of the specified risen PPS.

Click the Apply button to accept the changes made.

After selecting the Kbps option as the Level Type, the following parameters are available.

Figure 9-83 Storm Control (Kbps) window

The fields that can be configured are described below:
Parameter

Description

KBPS Rise

Enter the rise KBPS value used here. This option specifies the rise
threshold value as a rate of kilobits per second at which traffic is
received on the port. This value must be between 1 and 2147483647
Kbps.

KBPS Low

Enter the low KBPS value used here. This option specifies the low
threshold value as a rate of kilobits per second at which traffic is
received on the port. This value must be between 1 and 2147483647
Kbps. If the low KBPS is not specified, the default value is 80% of the
specified risen KBPS.

Click the Apply button to accept the changes made.

After selecting the Level option as the Level Type, the following parameters are available.
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Figure 9-84 Storm Control (Level) window

The fields that can be configured are described below:
Parameter

Description

Level Rise

Enter the rise level value used here. This option specifies the rise
threshold value as a percentage of the total bandwidth per port at
which traffic is received on the port. This value must be between 1%
and 100%.

Level Low

Enter the low level value used here. This option specifies the low
threshold value as a percentage of the total bandwidth per port at
which traffic is received on the port. This value must be between 1%
and 100%. If the low level is not specified, the default value is 80% of
the specified risen level.

Click the Apply button to accept the changes made.

DoS Attack Prevention Settings
This window is used to view and configure the Denial-of-Service (DoS) attack prevention settings. The
following well-known DoS types which can be detected by most switches:











Land Attack: This type of attack involves IP packets where the source and destination address
are set to the address of the target device. It may cause the target device to reply to itself
continuously.
Blat Attack: This type of attack will send packets with the TCP/UDP source port equal to the
destination port of the target device. It may cause the target device to respond to itself.
TCP-Null: This type of attack involves port scanning by using specific packets which contain a
sequence number of 0 and no flags.
TCP-Xmas: This type of attack involves port scanning by using specific packets which contain a
sequence number of 0 and the Urgent (URG), Push (PSH), and FIN flags.
TCP SYN-FIN: This type of attack involves port scanning by using specific packets which contain
SYN and FIN flags.
TCP SYN SrcPort Less 1024: This type of attack involves port scanning by using specific
packets which contain source port 0 to 1023 and SYN flag.
Ping of Death Attack: A ping of death is a type of attack on a computer that involves sending a
malformed or otherwise a malicious ping to a computer. A ping is normally 64 bytes in size (many
computers cannot handle a ping larger than the maximum IP packet size) which is 65535 bytes.
The sending of a ping of this size can crash the target computer. Traditionally, this bug has been
relatively easy to exploit. Generally, sending a 65536 byte ping packet is illegal according to
networking protocol, but a packet of such a size can be sent if it is fragmented; when the target
computer reassembles the packet, a buffer overflow can occur, which often causes a system
crash.
TCP Tiny Fragment Attack: The Tiny TCP Fragment attacker uses IP fragmentation to create
extremely small fragments and force the TCP header information into a separate packet fragment
to pass through the check function of the router and issue an attack.
All Types: All of above types.

To view the following window, click Security > DoS Attack Prevention Settings, as shown below:
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Figure 9-85 DoS Attack Prevention Settings window

The fields that can be configured for SNMP Server Enable Traps DoS Settings are described below:
Parameter

Description

Trap State

Select to enable or disable the DoS attack prevention trap state here.

Click the Apply button to accept the changes made.

The fields that can be configured for DoS Attack Prevention Settings are described below:
Parameter

Description

DoS Type Selection

Tick the DoS type option that will be prevented here.

State

Select to enable or disable the DoS attack prevention feature’s global
state here.

Action

Select the action that will be taken when the DoS attack was detected
here. The only option to select here is Drop.

Click the Apply button to accept the changes made.

SSH
Secure Shell (SSH) is a program allowing secure remote login and secure network services over an
insecure network. It allows a secure login to remote host computers, a safe method of executing
commands on a remote end node, and will provide secure encrypted and authenticated communication
between two non-trusted hosts. SSH, with its array of unmatched security features is an essential tool in
today’s networking environment. It is a powerful guardian against numerous existing security hazards that
now threaten network communications.
The steps required to use the SSH protocol for secure communication between a remote PC (the SSH
client) and the Switch (the SSH server) are as follows:


Create a user account with admin-level access using the User Accounts window. This is identical
to creating any other admin-level User Account on the Switch, including specifying a password.
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This password is used to logon to the Switch, once a secure communication path has been
established using the SSH protocol.
Configure the User Account to use a specified authorization method to identify users that are
allowed to establish SSH connections with the Switch using the SSH User Authentication Mode
window. There are three choices as to the method SSH will use to authorize the user, which are
Host Based, Password, and Public Key.
Configure the encryption algorithm that SSH will use to encrypt and decrypt messages sent
between the SSH client and the SSH server, using the SSH Authentication Method and Algorithm
Settings window.
Finally, enable SSH on the Switch using the SSH Configuration window.

After completing the preceding steps, a SSH Client on a remote PC can be configured to manage the
Switch using a secure, in band connection.

SSH Global Settings
This window is used to view and configure the SSH global settings.
To view the following window, click Security > SSH > SSH Global Settings, as shown below:

Figure 9-86 SSH Global Settings window

The fields that can be configured are described below:
Parameter

Description

IP SSH Server State

Select to enable or disable the SSH server’s global state.

IP SSH Service Port

Enter the SSH service port number used here. This value must be
between 1 and 65535. By default, this number is 22.

Authentication Timeout

Enter the authentication timeout value here. This value must be
between 30 and 600 seconds. By default, this value is 120 seconds.

Authentication Retries

Enter the authentication retries value here. This value must be
between 1 and 32. By default, this value is 3.

Click the Apply button to accept the changes made.

Host Key
This window is used to view and generate the SSH host key.
To view the following window, click Security > SSH > Host Key, as shown below:
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Figure 9-87 Host Key window

The fields that can be configured for Host Key Management are described below:
Parameter

Description

Crypto Key Type

Select the crypto key type used here. Options to choose from are the
Rivest Shamir Adleman (RSA) key type and the Digital Signature
Algorithm (DSA) key type.

Key Modulus

Select the key modulus value here. Options to from are 360, 512, 768,
1024, and 2048 bit.

Click the Generate button to generate a host key based on the selections made.
Click the Delete button to remove a host key based on the selections made.

The fields that can be configured for Host Key are described below:
Parameter

Description

Crypto Key Type

Select the crypto key type used here. Options to choose from are the
Rivest Shamir Adleman (RSA) key type and the Digital Signature
Algorithm (DSA) key type.

SSH Server Connection
This window is used to view the SSH server connections table.
To view the following window, click Security > SSH > SSH Server Connection, as shown below:

Figure 9-88 SSH Server Connection window

SSH User Settings
This window is used to view and configure the SSH user settings.
To view the following window, click Security > SSH > SSH User Settings, as shown below:
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Figure 9-89 SSH User Settings window

The fields that can be configured are described below:
Parameter

Description

User Name

Enter the SSH user’s username used here. This name can be up to 32
characters long.

Authentication Method

Select the authentication methods used here. Options to choose from
are Password, Public Key, and Host-based.

Key File

After selecting the Public Key or Host-based option as the
Authentication Method, enter the public key here.

Host Name

After selecting the Host-based option as the Authentication Method,
enter the host name here.

IPv4 Address

After selecting the Host-based option as the Authentication Method,
select and enter the IPv4 address here.

IPv6 Address

After selecting the Host-based option as the Authentication Method,
select and enter the IPv6 address here.

Click the Apply button to accept the changes made.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

SSL
Secure Sockets Layer (SSL) is a security feature that will provide a secure communication path between
a host and client through the use of authentication, digital signatures and encryption. These security
functions are implemented through the use of a cipher suite, which is a security string that determines the
exact cryptographic parameters, specific encryption algorithms and key sizes to be used for an
authentication session and consists of three levels:




Key Exchange: The first part of the Cipher suite string specifies the public key algorithm to be
used. This switch utilizes the Rivest Shamir Adleman (RSA) public key algorithm and the Digital
Signature Algorithm (DSA), specified here as the DHE DSS Diffie-Hellman (DHE) public key
algorithm. This is the first authentication process between client and host as they “exchange keys”
in looking for a match and therefore authentication to be accepted to negotiate encryptions on the
following level.
Encryption: The second part of the cipher suite that includes the encryption used for encrypting
the messages sent between client and host. The Switch supports two types of cryptology
algorithms:
o Stream Ciphers – There are two types of stream ciphers on the Switch, RC4 with 40-bit
keys and RC4 with 128-bit keys. These keys are used to encrypt messages and need to
be consistent between client and host for optimal use.
o CBC Block Ciphers – CBC refers to Cipher Block Chaining, which means that a portion
of the previously encrypted block of encrypted text is used in the encryption of the current
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block. The Switch supports the 3DES EDE encryption code defined by the Data
Encryption Standard (DES) to create the encrypted text.
Hash Algorithm: This part of the cipher suite allows the user to choose a message digest
function which will determine a Message Authentication Code. This Message Authentication
Code will be encrypted with a sent message to provide integrity and prevent against replay
attacks. The Switch supports two hash algorithms, MD5 (Message Digest 5) and SHA (Secure
Hash Algorithm).

These three parameters are uniquely assembled in four choices on the Switch to create a three-layered
encryption code for secure communication between the server and the host. The user may implement
any one or combination of the cipher suites available, yet different cipher suites will affect the security
level and the performance of the secured connection. The information included in the cipher suites is not
included with the Switch and requires downloading from a third source in a file form called a certificate.
This function of the Switch cannot be executed without the presence and implementation of the certificate
file and can be downloaded to the Switch by utilizing a TFTP server. The Switch supports SSLv3. Other
versions of SSL may not be compatible with this Switch and may cause problems upon authentication
and transfer of messages from client to host.
When the SSL function has been enabled, the web will become disabled. To manage the Switch through
the web based management while utilizing the SSL function, the web browser must support SSL
encryption and the header of the URL must begin with https://. (Ex. https://xx.xx.xx.xx) Any other method
will result in an error and no access can be authorized for the web-based management.
Users can download a certificate file for the SSL function on the Switch from a TFTP server. The
certificate file is a data record used for authenticating devices on the network. It contains information on
the owner, keys for authentication and digital signatures. Both the server and the client must have
consistent certificate files for optimal use of the SSL function. The Switch only supports certificate files
with .der file extensions. Currently, the Switch comes with a certificate pre-loaded though the user may
need to download more, depending on user circumstances.

SSL Global Settings
This window is used to view and configure the SSL feature’s global settings.
To view the following window, click Security > SSL > SSL Global Settings, as shown below:

Figure 9-90 SSL Global Settings window

The fields that can be configured for SSL Global Settings are described below:
Parameter

Description

SSL Status

Select to enable or disable the SSL feature’s global status here.

Service Policy

Enter the service policy name here. This name can be up to 32
characters long.

Click the Apply button to accept the changes made.
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The fields that can be configured for Import File are described below:
Parameter

Description

File Select

Select the file type that will be loaded here. Options to choose from are
Certificate and Private Key. After selecting the file type, browse to the
appropriate file, located on the local computer, by pressing the
Browse button.

Destination File Name

Enter the destination file name used here. This name can be up to 32
characters long.

Click the Apply button to accept the changes made.

Crypto PKI Trustpoint
This window is used to view and configure the crypto PKI trust point settings.
To view the following window, click Security > SSL > Crypto PKI Trustpoint, as shown below:

Figure 9-91 Crypto PKI Trustpoint window

The fields that can be configured are described below:
Parameter

Description

Trustpoint

Enter the name of the trust-point that is associated with the imported
certificates and key pairs here. This name can be up to 32 characters
long.

File System Path

Enter the file system path for certificates and key pairs here.

Password

Enter the encrypted password phrase that is used to undo encryption
when the private keys are imported here. The password phrase is a
string of up to 64 characters. If the password phrase is not specified,
the NULL string will be used.

TFTP Server Path

Enter the TFTP server’s path here.

Type

Select the type of certificate that will be imported here. Options to
choose from are Both, CA, and Local. Selecting Both specifies to
import the CA certificate, local certificate and key pairs. Selecting CA
specifies to import the CA certificate only. Selecting Local specifies to
import local certificate and key pairs only.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.

346

DGS-1510 Series Gigabit Ethernet SmartPro Switch Web UI Reference Guide
Click the Delete button to remove the specified entry.

SSL Service Policy
This window is used to view and configure the SSL service policy settings.
To view the following window, click Security > SSL > SSL Service Policy, as shown below:

Figure 9-92 SSL Service Policy window

The fields that can be configured are described below:
Parameter

Description

Policy Name

Enter the SSL service policy name here. This name can be up to 32
characters long.

Session Cache Timeout

Enter the session cache timeout value used here. This value must be
between 60 and 86400 seconds. By default, this value is 600 seconds.

Secure Trustpoint

Enter the secure trust point’s name here. This name can be up to 32
characters long.

Cipher Suites

Select the cipher suites that will be associated with this profile here.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specified entry.
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